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WHAT'S WRONG WITH AG-2Z/IATS? 


in the Match iaeyo of CRYPTOLOG we reprinted te 
article “Mraings Aboot tho AG-22/1ATS."" by Cocll Phillipa, 
COz, which hed originelty apgoored in CTINERS (C Grosp 
Machine Processing tnicemstian Bulletial, Vor. 3, No. 7, 
Auguse/Soptember/October 1975, Mr. Phillips’ artiste prompt: 
od the foflewing segly by Danie! R. Connell, whick apposred 
in the Winter 1976 (Vol.3, No 8) lasua of C-LINERS ond ta 
being reprinted hore with the peratisstoa of ite Editor, 
David j. Wilhams 
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What's wrong with AG-22/IATS? Picnty, if 
ene accepts the thesis edvanted by Mr. Phillips 
thst. the output of AG-22/IATS intercept is in- 
ferior to that previously derived frop manually 
prepared reports trafamitted to NSA. 


I do not. Two of Mr. Phillips’ recommenda- 
tiona fer improving the produce of ADP applica- 
tions are good ones, but not because the quality 
of AG-22/IATS data is inferior. I maintain that 
the overall quality of AG-22/IATS data is dotter 
than over, and that other forms of isproverent 
not nentioned by Nr. Phillips are far sore I 
critical to greator utility of HF Morse. 


When one speaks of carefully prepared roports 
boing xoro reliable than existing data, one 
should not ignore the fact that sanual prepare- 
tion ts one thing and rodio transrission is 
anothor. Gna could take the actual message 
filed with tho target comaunications center and, 
given hits during transmission, reccive a 
corrupted text at the receiving end. The sender 
gakes nistakes, also. 


When spoaking of pro-AG-22/TATS history, 
the reality was 9 TECSUN prepared fron hard 
copy dopicting what the intercept 5 ergs 
heard. Then the data was put on S-icval 
paper topo and tronsnitted olectrically to 
NSA via either OPSCOMM or CRITICON channels. 
Both forms Of communications are subject to 
atmospheric corruption, not to mention the 
fact that, for either preparation or ¢rans- 
Rission reasons, the use of reperforated tapo 
can easily become its own private nightware. 
This, in fact, happened, and the word “garbled” 
appiied to transmitted material as easily as 
it did to thet intercepted by tho operstor. 


The advent of AG-22 copy and ‘T for- 
warding saw some faprovenent, although the 
quality of the final output at NSA changed 
little. Reperforstod tape errors, although 
caused by different equipment, were now con~ 

by those resulting fron faulty or 
dirty STRAMHAT x tapo readers. When the 
Jattér occurred, however, things were usually 
so bad that entire transaissions were dono 
over. The quality of traffic recelved at NSA, 
in ay opinion, probably remained tho some. {in 
fortunately, this ks still true for those m- 
terials copied on AG-22 positions and forward- 
ed vie STRAMHAT. The field stations operating 
in this archaic mode at the present time, how- 
over, are few in nuzbar. All the lerger 
gives copy and forward via tho Luproved AG-22 

1 Systen -- IATS, 


TaTS brought considerable change. The ma- 
torial copied by the operator is now implanted 
on magnetic tape, handled via field coxputer, 
and transnitted to NSA in an error-detection 
node. Untess cach eransaitted bie is properly 
Yoceived, NSA will not accept. 


It is ay contention that, contrary to cor- 
tain opinions exprossod during planning ses- 
sions with A, 8, G, and W, the quality of HF 
Morse interceptod on {ATS positions and trans- 
aiteed vie that system is better than ever 
before. Holding that opinion, J therefore dis- 
akss ali thoughts that copy procedures, as xe 
know then today, aro the cause of “poor quality 
toxt."* 


I suspect that such chargos enanste froz 
various corners of classic cryptanalysis, where 
perfect copy fron at least two sources ia ro- 
quired by Utopisn law. These samo corners 
also exude 2 “xossage" philosophy whereby the 
enphasis of intercept is placed on preambles 
and text; callups and intervoning chatter be 
hanged. 


Even Lf poor quality were trua, [ would 
not. subscribe to Mr. Phillips’ suggestion 
that tho operators provide more tags on their 
intercept. Moreover, asking then to forrat 
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messages more than they do today is no way to 
sieplify copy procedures. 


Te Ls noe full copy that bothers an inter- 
cept eperstor, He or she Ls trainod to copy 
exactly what is heard as it is heard, often 
under trying circumstances; bad atmospherics, 
tadio intorforenco, @ weak transmitter, crrat- 
ic keying, or just trying to keep up with ono 
of the fastest hands tn the west. 


What conplicates life for an operator -- 
and whot causos the majority of copy errora 
-- is enything that interrupts tho alaost 
Subconscious flow of intercept, any requirenent 
for udditional thought or function while inter- 
cept is underwsy., thot Mr. Phillips suggests 
as a reuedy to poor quality would, in ay opine 
ton, result in far bess quolity. J ax con- 
pelled to mention that this view was paramount 
during the first two Gensralized AG-22 Proces- 
sing System (GAPS) conferences held in 1973 and 
1974. From the Field point of view, tagging 
Procedures were about as lar as a futl- 
dress review on Sunday morning. Not only do 
they complicate an oporator's style, they ad- 
versely affect line management's flexibiiicy in 
roving operators froa one target entity to 
another, where procedural tags required by NSA 
ean vary widely. 


Thero is 3 danger, aleo, in having operators 
“gist” callsigns under live intercept condi- 
tions. Soactines oven slight variations in 
cailups and calisigns signify tho unususl, and 
an operater reachouied ¢¢ giating could easily 
becene complacent or siss a unique 4-clecent 
callsign where the difference from 30 previous 
collups is but a single dit or dah. ie sane 
appifes to asking the operatar to diserisinate 
during the listening process and copy down only 
unusual chatter. . 


The changes in copy procedures recomacnded 
by Mr. Phillips are well suited for intercept 
operations where instant lay iz 4 fact of ° 
Life 


7 Sis enough to do. What is 
surprising is the fact that, given al] that is 
required, the operator docs a good job. 


I dp agree that software should check for 
obvious errors and, where possible, correct 
data when subsequent errors ore detected. Extra 
editing steps in the ADP cycle also would prove 
boneficisl. 


Wr. Phillips’ call for greater operstor 
awareness of target signals and their volue is 
an excolient one. One need not have been an 
operator to understand this. A typist is 4 
better typist when interested in tho job st 
hand and given informed involvement. The onus 
for bettor operator notivation falls on two 
sots of shouldars: those of tho field managers 
and, as it pertains to the signats being copied 
the NSA elenents rosponsibie for those targets. 





a 

My experience argues strongly ‘Sor greater 
NSA offorts to tnvolve station ol in 
the why and wherefors of intercept, assignment. 
1 spoak directly of operators,. nok: station 
analysts or those levels of field: mahagencnt 
faniliar with ond-preduct &,; ShoW-and 
tell briefings, and axtensive exfogure to 
visiting TDYers. Such involvearcat, aqreover, 
should not be isolated but’ contiguous. Field 
eanagers snd analysts should a amplify 
operator interest and insure that pperators 
are kopt informed. i ad : 


Beforo leaving the subject of oboratop 
involveoent, I quickly point out that the re- 
mote j 9 2 ed for NS 
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SETicr exe) ‘oppor’ y tor operate 
vation. If the snelytic areas do pot aake 
greater attempts fo keop local ‘operators avare 
of the ieportenc¢ of their assigned mission, 

we will have dropped the ball too gany tines in 
our om backfield. ‘The ideal,!of course, is to 
stimulate operator interest regardiess of uhore 
the intercept’ is performed. | : 

Returning’ to AG-22/IATS as. source of mo- 
terial with’ which many of us york, :and accopt- 
ing that teday's copy is of app fate quali- 
ty, is there anything associated with this 
intercept that should be improved <- better 
softwary and editing capabilities aside? 


Those saso planning sessions cited by Mr. 
CALI ips indicated that the primary criticisn 
of AO-22/IATE was insvfficient tiadgiiness. The 
resultant AG-22/I1ATS Processing Study Group 
findings show that, because AC-22/IATS 43 not 
tisely enough, cany manpower and machine re- 
sources are wasted by dupli¢srive preparation 
afd forwarding of the sane intercept.- At the 
Jjeast, resources are used which need not be 
used if AG-22/IATS were ovaljable to users within 
& fow minutes of intercept. ’ 


The Study Group is stil? in the process of 
submitting a finol recormeadation to Chiof, C, 
for inproving the tinelincss of this intorcept. 
Doing so wit} not be easy, but it can be dono 

de to properly 


and ought be done. If { Group 
support the tivities, it must 
be done. a 


What's wrong with AG-22/IATS? Ik is not 
and never will be perfect, a replica of whet the 
target commmicator sends. The intercept as~ 
sociated with IATS, ihowever, is tho! best wo 
have over had. oe can always use better ADP 
applications. Me need a foster sezhs of getting 
pertinent material to interested users. 


It is these necds thot will continuo to de- 
_nand satisfaction as d other 
.foras of first-echol valop. it 
is these needs, not a quest for porfoct copy, 


that can be realized. 
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CONVERSATION WITH A 
BOOKBREAKER 
(SINCE RETIRED) 


tn cloeming owt hia doch, the “slace setired’’ besthresher found || 
following text. [1 hore the date fone 12, 1969 end the fitle 
"Suggested Topic fer 2 Beleting (About 30 Minyregh: Begkbrocking-| 
he Soave of the Ar’? tp will cake lone than 30 minutes te reed the 
*eoaversetion,’” but it will be rime wall apens by any beobbeooker. 


0 
Q: Can the computer be programed to rcconsfruct 
code bookst 
A: In bookbresking, the computer only points to 
the answer -- it cannot be relied on to give 
it. On the other hand, the services per- 
formed by the computer sre of inestinsblo 
value to the analyst because of the rapidity 
with which pertinent information can bo 
brought to his attention. Intelligence is 
highly perishable -- the computor ofton 
serves to make inforgsticn exploitabio while 
it is seihi Cinely. 
2 If the computer ds not going fo aeplace the 
bookbrcaher, what specigic services can if 
perforsa fer hin? 
Ono of the greatest services is in the area 
of inventory. Anything once known about the 
codes and cryptographic practices of « target 
country should never be forgotten. One of 
the most wasteful of all exercises is “re- 
discovering the wheel.” Other than this, 
the computer is marvelously adaptable. With 
proper knowledge and imagination, it can be 
adjusted to fit the nacods of just sbout any 
problem. The greatest danger is the growing 
tendency to etry to reshape individeal probleas 
te accormedate the computer. 
Q 1s Lt Ubety that the "art" of code Aecon-~ 
struction disappear in the mead future? 
At I should hope not. I an now working on a 
code that has all the basic elenents of the 
first code problem I ever encountered -- al- 
most 25 years ago. I shovld hate to think 
that the next generation of bookbreakers 
would have to learn the trade by tria) and 
error. 


Q: What kind of training should the next genera: 
tion of boo erg have? What hind of 
people should they be? 

Qualities of character and texporament aro 
fully ieportant as foraal instruction in 
languages, area studies, or cryptography. 
Code reconstruction takes onornous patience, 
peorsevorance, and personal integrity. Tho 
bookbreaker aust bo honost with hiasolf, 

or he will weave a whole wob of decoit. He 
must have broad interests and an insatisble 
curiosity. Bookbreakers succeed through 


knowledge, not ignorance. 
era Te] 
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Although it goos without saying, I°11 say 
it anyway: before you can perform any kind of 
anatysis on a signal, you have to tollect the 
signal first. Sefore you coilcct the signal, 
you have to find it. And beforo you find tho 
signal, you havo to be in the right place 
atong tho radio-frequency spectrum. This is 
truc of afi signais and no less true of signals 
associated with modern weapons systems. 


We have often knom that « particular func- 
tion mst be associated with a given weapons 
System because of an associated antenna. Yot 
the signal associated with ¢hat function may 
go unintercepted for several years. When a 
few weapons systez is first identified, thera 
are a nusher of techniques to be used for pre- 
dicgting what signals will bo associated with 
the systea and whet their Frequencies will be. 
One method of predicting the frequency is to 
deterzine the associated antenna eperture siza 
from photography, estinate the needéd signal 
beamvidth for the various signal functions, 
and than calculate the niga, flare mate 
This beameidth estimation sonct provides 
poor results. Another way, which is more ex- 
acting, 1s to employ waveguide anslysis. This 
article shows how waveguide enalysis ean reduce 
the seurch range to e minimum and thus shorten 
the tine needed to intercept the signal. 


The common waveguide has a cross section 
that ia rectanguler in shapo. The longer 


inside dinension is arbitrory called "A", and 
tho shorter "B." 





SYPICAL WAVECUIDE 


The "A" and "8" values sre normally deter- 
mined by comparing outside dimensions derived 
from tographic interprotations with U.S, 
pincer dn order to establish the inside 
dimensions. The “A” dimension dotormines the 


cutoff frequency. Frequéqcies above cutoff 


will propagate dom the guide; frequencies at 
or below the cutoff will not. The cutoff fro- 
quency can be determined fron the expression 


Roe 


where C is the speed of light, 

Fy is tho cutoff Frequency, and 

A is the longer dimension of the 
waveguide cross section. 


This expression is izportant because it re- 
vegis that the antenna sssociated with this uave- 
guide cannot transmit en frequencies lower than 
tho result. Thus, tho first usable frequency 
range has been established: F, td infinity. 


This renge can be reduced to Fy to 2F,, since 
it is know that frequencies sbove 2f, cause the 
signal not to ba coupled to the load properly.* 
The improper coupling causes standing wave pat- 
terns to be set up in the waveguide, thus de- 
grading the signal’ ond causing losses. For this 
Feason, Soviet, a5 well as U.S. , designats choose 
operating ranges botweun EF, and 2F,. Again, the 
searen fange has been significantly reduced. 


fr is now known that the antenna associated 
with a particular waveguide cannot transnit on a 
ency below F, and no know os oxiat 
in “hich Erequoncles above 2P, have been used. 


Although the search range has been narrowed 
significantly, there are stil} more factors which 
can help reduce the frequency search range for 
@ perticuler esitter. Fros waveguide analysis, 
it is known that even though a signal can props- 
gate through the guide at just sbove Fy, it is 
attenusted to a marked degreo. As the frequency 
is increased toward 2F,, the attenuation is de- 
creased exponentially. This usable frequency 
varios from waveguide to waveguide and can 
be doterained fron a chart; however, normslly 
the first 25 percent of the frequencies between 
F, and 2P, ere not used because of marked atten- 
uation. Finaiiy, the highest ten percent of the 
frequencies are not used! becouse, at sbout this 
point, the losses froa the aismatching begin 

to becare significant, 


Once the frequency search range has been re- 
duced to this rango, other techniques, such as 
elininating high-density bands, may compleoent 
this system and reduce tho frequency range 
even further. 


“This article is based on a TE,g-mode of 
operation. 
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ATTENUATION 


vase Uedcr <g> 


O.c. LA 2% PasQueNtr =a 
28% 90% 


TYPICAL WAVEGUIDE ANALYSIS 


Aithough frequency prediction through wave- 
guide analysis is not a foolproof anthod, it is 
another too] that can bo used to narrow the 
frequency search range of @ signal associated 
with a particular antenna whose waveguide dizen- 
signs are known. Thus, it 1s an important tocol 
for speeding up tho analysis of signals sssoci- 
ated with weapons systens. 
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